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Abstract. With the development of database-as-a-service (DaS), data in cloud
is more interesting for researchers in both academia and commercial societies.
Despite DaS’s convenience, there exist many considerable problems which con-
cern end users about data loss and malicious deletion. In order to avoid these
cases, users can rely on data auditing, which means verifying the existence of
data stored in cloud without any malicious changes. Data owner can perform data
auditing by itself or hire a third-party auditor. Until now, there are two challenges
of data auditing as the computation cost in case of self auditing and data privacy
preservation in case of hiding an auditor. In this paper, we propose a solution
for auditing by a third-party auditor to verify data integrity with efficient com-
putation and data privacy preservation. Our solution is built upon cryptographic
hash function and Chinese Theorem Remainder with the advantage in efficient
computation in all three sides including data owner, cloud server, and auditor. In
addition, the privacy preservation can be guaranteed by proving the third-party
auditor learns nothing about user’s data during auditing process.

Keywords: Data Audit, Database-as-a-service (DaS), Cryptographic hash func-
tion, Chinese Remainder Theorem.

1 Introduction

Cloud computing and data service are two fast developing applications now. And the
fields of those researches are also reinforced by requirements of the booming of smart
phone and smart devices such as home appliances and wearable devices. It is trivial to
see that two of the most requirements are data storage service and data privacy preser-
vation. In those two requirements, data audit is the most important research because its
result can give a direct solution of two those above requirements. In data storage service
or database as a service, server of the third party is often assumed to be semi-trusted,
i.e. it is believed not to use or reveal users data without permission. However, it may
not reveal unexpected data loss or corruption to users, or delete some rarely accessed
data sections. In order to avoid such risks, users must trust and rely on system of data
auditing. The data auditing means verifying the existence of data stored in servers of
cloud storage provider without any malicious deletion or modification. Data owner can
perform data auditing by itself or hire an auditor. Here two challenges of data auditing
are the computation cost in case of self-auditing and data privacy preservation in case of
hiring an auditor. Since a decision made by a third party auditor will be not affected by
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different interest or benefit of both data owner and cloud server, the solution of hiring
an auditor seems to be fair for the two sides.

Previous works of auditing methods by third party auditors consist of private verifi-
cation and public verification. In detail, private verification scheme by Juels and Kaliski
[4] encrypts data file and then embeds random value blocks (called sentinels) randomly.
It is believed that if the server deletes a substantial portion of the file, a number of sen-
tinels are also deleted and the auditor can discover this. This approach focus on only
static file. The scheme by Shacham and Waters [5] bases on Message Authentication
Code. They split erasure code of a file into blocks and each block into sectors, and
create authenticators for each block based on Message Authentication Code (MAC).
Every time the auditor wants to verify data, it sends a set of indices of blocks and the
server returns corresponding data blocks along with their aggregated authenticator. The
auditor afterwards applies MAC to verify integrity of blocks using its secret key shared
by the data owner. This scheme gains advantage of fast computation but its downside is
the server’s response length and disclosure about verified data to the auditor.

The first public verification scheme by Ateniese et al. [1] was based on public key
cryptosystem RSA. With this scheme, data are protected against the auditor and the
server’s response length is fixed by parameters of RSA cryptosystem. The scheme’s
downside is computation cost due to modular exponentiation operations. Another pub-
lic verification scheme by Shacham and Waters [5] applies bilinear map [2] to aggregate
authenticators of data blocks into one in order to reduce the server’s response length.
Later, a scheme by Wang et al. [6] applies pseudorandom generator to prevent the audi-
tor from recovering data content from the message sent by the server; therefore, it pro-
vides data privacy-preservation against the auditor. The scheme’s extension for batch
auditing is straightforward and other schemes can be extended in the same manner.

In summary, auditing methods by third party auditors seem to focus on one or more
problems among: reduction the server’s response length, reduction computation cost
in the server and the auditor, reduction storage overhead in the server and the auditor
and data privacy preservation against the auditor, static data file or dynamic data file
support. Among them, our motivation consists of computation cost reduction, efficient
storage, data privacy preservation for data audit by an auditor and dynamic data file or
database support.

In this paper, we propose solution for auditing by an auditor that uses secret key
shared between data owner and auditor based on cryptographic hash function and Chi-
nese Remainder Theorem. Thanks to fixed size of output of hash function, extra storage
overhead for auditing is reduced. Shared secret key and Chinese Remainder Theorem
provide the auditor a way to verify data in privacy preservation manner. In addition, the
proposed approach gains efficient computation thanks to its simple calculations.

2 The Three-Parties Auditing Model

2.1 System Model

The model consists of three factors:
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— Cloud server (CS): server that provides cloud database-as-a-service (DaS). The
server is semi-trusted. It is believed not to use or reveal users data without per-
mission. However, the server may not reveal unexpected data loss or corruption.
Besides, the server may possibly decide to delete some data sections that have been
rarely accessed by users.

— Data owner (DO): user who use DaS to keep their data. User wants to detect if any
data has been lost, deleted or modified maliciously so it hires a third-party to audit
data. However, the user does not want its data to be revealed to the third-party.

— Third-party auditor (TPA): a third-party that is hired by data owner to audit its data
without knowing them. Data owner may send some information to TPA. When TPA
wants to audit data in cloud server, it sends query to cloud server. Cloud server then
returns corresponding metadata or proof back so that TPA can rely on to audit if
data has been kept intact or not.

The design criteria of the above 3-parties model is a trade-off of three following goals:

— Low storage overhead. The additional storage used for auditing should be as small
as possible on both TPA and CS.

— Low communication. The communication cost required by auditing process should
be as low as possible.

— Low computational complexity. The computation for TPA should be low.

3 Proposed Method

3.1 Description

In this section, we give detailed exposition of the proposed auditing method and an
example to illustrate it. In addition, we discuss about parameter selection and purpose
of steps in the method.

Our proposed auditing method consists of three phases as described in the figure

below.

DO
Phase 3a Phase 1
Sharing key x Sending data
Phase 2a
A Sending request
“"Phase 3b
L Auditing
L Saupit Phase 2b Cs
TPA i
Sending data

Fig. 1. The auditing process
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Some conventions will be necessary for our description:

— z is shared secret key between the data owner and the auditor. Supposed that only
data owner can upload data to server. the auditor cannot thanks to other access
control policies of the server which we will not cover in this paper.

- h:{0,1}* x {0,1}* — {0,1}™ is a keyed hash function that returns a value of n
bits (n is a system parameter). {0, 1}* is a binary string.

- P:{0,1}™ x N — {0,1}"™ is a one-way permutation (this may be a uncompres-
sion hash function). N is the set of natural numbers and {0,1}™ is a binary string
of m bits.

- Q:{0,1}* x {0,1}* — {0,1}"" is a prime generator that returns a (n + 1)-bit
prime.

Assuming that index of record in database is counted from 1.

Phase 1: The data owner (DO) sends data to the cloud server.

Each time the data owner sends a block of d data items. Assuming that the order of
blocks is significant and counted from 0. Let us denote d records of the k** block by
{Rka+1,- -, R(xt1)a}- The data owner will

(1) Compute Sy, = @le P(Ryg+i, kd + i) where @ is bitwise XOR operation.

(2) Compute Rpyg+q = Sk @® P(Rkda+i,kd + 1) (VZ =1,..., d) =
D1 usi P(Rrdpus kd + ).

(3) Compute frit; = h(Rikd+i,x) (Vi=1,...,d).

(4) Generate primes ¢; = Q(kd +i,x),(Vi=1,...,d).

(5) Solve the system of congruences for the solution Xy

Xk = fra+1 (mod ¢1)

Xk = fra+e (mod g2) 0

Xk = fke1ya  (mod qq)
(6) Send the k" block and its metadata, {{ Ryq+; % |, X1}, to the server.

Phase 2: The auditor sends its request to the cloud server, then the server sends back its
proof

(1) The auditor sends to the server its request {I; }le which are indices of records
Rp,-+ Ry, ¥j=1,--- ( Giventhat {I; = k;d + i;}{_,. 1 <i; <d.

(2) For each index in the request, the server identifies the order of block containing the
corresponding record {k; = L%’j ¢_, and the order of the record in the identified
block {i; = I; (mod d)},_,.1fi; = I; (mod d) = O thenassigni; = d (because
the order or records in a block is counted from 1 to d)

(3) For each index I;, the server computes Ry, 1 = @Zzlyu#ﬁl P(Ri;dtu, kjd +
u). Ifi; +1=d+ 1thenassigni; + 1 = 1.

(4) The server returns { Ry, y1, Xy, }le to the auditor.
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Phase 3: The auditor verifies if the queried records are intact or not.

(1) For each index I; of its request (given that I; = k;d 4 i;,1 < i; < d), the auditor
generates a prime ¢;, 11 = Q(I; +1,2) (j = 1,...,0).
(2) For each index I;, the auditor compares whether

Xy, (mod gi;41) = h(Ry;41,7)

is true or false. If true, all d— 1 records of the block that contains R 1,>€xcept Ry, 11,
are ensured to be intact. If false, at least one record among those d — 1 records has
been being modified.

Discussion

Parameter Selection: For privacy preserving security, we select the size of block d = 3
(see section 4.2).
Purpose of Permutation Step: The permutation function P in our scheme helps to
ensure to create different metadata R for the two same records R at different indices.
Purpose of the Hash Function h: It ensures to prevent finding back the record value
R from the metadata R.
Selection of the Number of Requested Records: According to A. Giuseppe et al. [3],
if the server deletes ¢ records and ¢ is a fraction of n (the number of all records), for e.g.
t = 1% X n, the auditor will detect this after challenging ¢ = 460 records for auditing
with probability of 95%. In our scheme, with a requested record, the auditor can verify
d— 1 records in a block. Therefore, with the same ¢ = 460, the probability of successful
detection is higher than 95%.

Next, an example will show how the audit method works.

Example 1. Without loss of generality, assuming that we will audit the first block (block
of order £ = 0) containing d = 3 records, R; = 23, Re = 17, R3 = 29. Given secret
key z = 10 and supposed that the three functions are:

h(R_j, z) =R; (mod Q(j,x)),¥ji=1,..,3

P(Rj,j)=R;,¥j=1,..,3

QLz)=q =13,Q(2,2) = =11,Q(3,2) =3 =T.

Phase 1:

(1) So=P(R1)®P(R2)®P(R3) =R1®Ro®R3 =230 173029 = 10111, &
100015 ¢ 111015 = 11011s.
(2) Ri = S0 @® P(Ry) = So@® Ry = 110115 ® 101115 = 1100, = 12
Ry = Sy @ P(Ry) = Sy & Ry = 110115 & 100015 = 10105 = 10
R3 =Sy P(Rg) =Sy ® R3 = 110115 @ 111015, = 01105 =6
(3) fi =h(Ry,2) = Ry (mod ¢;) = 11005 = 12,
fo= h(E, x) = E (mod ¢2) = 10104 = 10,
f3 =h(Rs,z) = R3 (mod g3) = 01102 = 6
(4) Solve system of congruences

Xo=/f1 (mod q) Xo=12 (mod 13)
Xo=fo (mod g2) & Xo=10 (mod 11)
Xo = f3 (mod g¢3) Xo=6 (mod?7)

We have Xy = 1000
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(5) Send {R; =23, Ry = 17, R3 = 29, X, = 1000} to the server.

Phase 2:

Assuming that Rs, a record in database, is modified to R, = 23 = 101115. The
server then computes R_g = Ry & R, = 101112 & 101115 = 0 and returns {R_3 =
0, Xo = 1000} to the auditor.

Phase 3:

The auditor can detect this change. Indeed, we have

With Xy = 1000,¢5 =7, X (mod g3) =6#0 = R_g (mod g¢3).

It means all records the block containing the record Rs, except the record R3, has
been ensured to be intact.

3.2 Correctness

In order to prove correctness of the proposed audit method, at first we need to prove
uniqueness property of solution of the system of congruences in Equation 1.

Theorem 1. Let X be the solution of system of congruences that established in Phase
1 of proposed scheme (Equation 1):

X=f1 (modq)

X =f; (mod qq)
then

(i) The system I has unique solution X in Zg, x...xq, and
(ii)) X (mod ¢;) = fi(Vi=1,...,d) and
(iii) X (mod ¢;) # g giventhat g # f;(Vi=1,...,d).

Proof. (i) In Equation 1, frq4+i < ¢;,Vi = 1,...,d because fyqy; is a n-bit output of
the keyed hash function h while ¢; is n + 1-prime output of prime generator (). The
primes ¢, . . ., qq are different because they are output of the same generator ) with
different input. This is a variation of the system in Chinese Remainder Theorem because
qi,---,qn are distinguished primes. Therefore, it is correct due to Chinese Remainder
Theorem.

(i) and (ii) It is clear.

Theorem 2 (Correctness). If the server passes phase 3 of the proposed audit method,
the corresponding blocks containing audited data must be kept intact in the server.

Proof. For each index I; of the request (given that I; = k;d +i;,1 < i; < d), if
the corresponding block of record R[j is kept intact, the server returns to the auditor
{RIJ.H, X kj} and Xy, be the solution of the congruence system:

Xi, = h (Ri,d41,%) (mod q1)

X, =h (Rkderd, a:) (mod ¢q4)
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At the auditor side, by Theorem 1 (ii), it has X}, (mod ¢;;11) = h(Rr;41, ), and the
server passes phase 3.

If there is any record Ry, (I, # I; + 1) in this block that has been changed,
then computed value Ry, 11 will be different from the computed value from the orig-
inal data. This leads to change of the value h(R;, + 1, x). Meanwhile, X, is com-
puted by the data owner based on the original data. Therefore, at the auditor side, X,

(mod ¢;; 1) # h(Rr;41, ). This is correct due to the Theorem 1 (iii).

4 Analysis

We will need some conventions in Table 1.

Table 1. Notations

Notation |Meaning
N The number of records of database.
d The number of records of a block.
R,|R| |Risarecord. |R|is the number of bits of the record R.
R, R| |Combination of all records in the block except R. The combination is computed by
bitwise XOR operation (same as step (2) in phase 1). It is easy to see that |R| = |R|.

n The number of bits of hash value created by the function ~ : {0,1,}" x {0,1}* —
{o,1}"
X Metadata computed from a data block as in step (5) in phase (1). It is the solution of

the system on d congruence equations in Equation 1 where each prime has n + 1 bits.
Therefore the number of bits of X is about d x (n + 1).
[Int|  |The number of bits of an integer
Xor? Take bitwise X O R operation of d records
Prime? |Generating d primes of n-bit
Perm?  |Permute bits of d values of n-bit
Hash® |Hash d values into d values of n-bit
Solvel |Solve the solution for the system of d equations of congruences modulo n. bit
Modulof, |Compute £ modulo n-bit

Compare’,|Compare £ pairs of values of n-bit

4.1 Storage Overhead, Communication Cost and Computation Complexity
Due to the limit of pages, proofs for the following results are put in Appendix.

Theorem 3. The storage overhead at the server side is O(N x (|R| +n)).

Theorem 4. . The communication cost when the data owner sends a data block to
the server is O(d x (|R| +n)).
2. The communication cost is O(L x |Int|) from the auditor to the server and O(£ x
(|IR| + d x n)) from the server to the auditor when the auditor requests to audit ¢
records.

Theorem 5. . The computation complexity at the data owner side is Xor® +
Perm? + Hash® + Primed + Solvel when the data owner sends one data block
to the server.
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2

. The computation complexity at the auditor side is Prime’, + Modulot, + Hash? +

Compare!, when the auditor requests to audit { records.

4.2 Security

We concern the list of attack scenarios below:

1

2.

. Privacy preserving attack: The auditor recovers the content of record R from the

proof R, X}, sent by the server

Replace attack: The server has deleted a record R. When the auditor requests to
audit on the record R, the server selects another valid and uncorrupted record R’
and its metadata to return to the auditor.

. Replay attack: The server has deleted a record I2;. When the auditor requests to au-

dit on the record R;,the server generates proof from previous proof without query-
ing the actual data.

The proof of a record R consists of m, X where the size of m is the same
as the size of R. In our context, the server is semi-trusted. Data loss is caused by
unexpected corruption or by server’s deletion to save storage. Therefore, the fact of
deleting R; but keeping its proof R;;; does not make sense. We skip this kind of
attack.

. Forge attack: The server has deleted a record ;. When the auditor requests to audit

on the record I;,the server forges its proof without querying the actual data.
From details of phase 1 of the scheme, it is seen that the server needs to know the
actual data and secret key x to create metadata. Therefore, we consider the secret
key attack instead.

. Secret key attack: The server finds the secret key shared between data owner and

auditor.

Privacy-Preserving Attack. We have the following lemma.

Lemma 1. Givena @ b,a ® ¢, b ® c, it cannot recover a,b or c.

Proof. It can be proved by the following table

Table 2. Proof of lemma 1

ID |Given value|Equal expression
(1| a®b (2) & (3)

2) aoc (He3)

(3) bdc (1) & (2)

(4) 0 OEIOREIE)

We have (1) = a®b = (a®b)® (a®c) = (2)D(3). Similarly, (2) = (1)®(3), (3) =

(1) @ (2). Therefore, from (1), (2), (3), there is no way to find out a, b, c.
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Based on the lemma 1, we will prove security for the proposed auditing method if the
number of records in a block is d = 3.

Theorem 6. From the server response {Ry; 1, Xk; }ﬁzl, no information of records
{Ry,}i_, is leaked to the auditor if choosing d = 3.

Proof. For each requested index I, given I; = k;jd + i;(1 < i; < d) and Xy; is the
solution of the system of congruences

Xy, = h(Ry;av1,7) (mod qp)

Xk, = h(Ri;ava, ) (mod qq)

where z is secret key, ¢; = Q(k;d + ¢, ) is a prime,

Riyavi = Doy usi Bryara (Vi=1,....d).

With d = 3, Rija+1 = Rijar2 ® Rijavs, Riyar2 = Rijar1 © Rijdts,
Ry,a+3 = Rg;a+1 © Rija+2. According to Lemma 1, it cannot recover any record
Rkjd+1, Rkj d+2, Rkjd+3 in the block k‘j from Rkjd+1,Rkjd+27 Rkjd+3-

Replace Attack Assuming that the auditor requests on the record R; but the server
returns proof Ry, X’ for another record R;. When the auditor verifies, it com-
putes a prime ¢ = Q(I,z) and compares X' (mod q) = h(Rji1,2). Actually X’
(mod ¢') = h(Rji1,2) where ¢ = Q(J,z) and q # ¢'. Therefore, X’ (mod q) #
h(Rj+1, ) and the server cannot pass the auditor’s verifying.

Secret Key Attack

Theorem 7. Supposed that the cryptographic hash function h is secure. From data sent
from the data owner, { Ryq+i}%_1, X, no information of the secret key x is leaked to
the server.

Proof. X}, is the solution of the system of congruences in Equation 1. Knowing
X5 but g1, ...,qq4, the server cannot compute frqi1,--., fri+d. Note that even the
server knows fra+1,- .., frd+d, it cannot recover the secret key x because fii1; =
h(Rkd+i,x) where h is supposed to be secure.

4.3 Comparison to the State-of-Art Schemes

Compared to the two methods of private verification and public verification in the state-
of-art [5], our proposed scheme has more efficient computation and storage overhead
but heavier communication cost. Our efficient computation is thanks to simpler calcu-
lations of hashing and modulo compared to exponential and pairing [5]. Moreover, our
storage overhead is proportional to the fixed size of hash function output instead of size
of records as in [5], therefore it is more efficient. However, our proposed scheme has
heavier communication since it can detect the exact block that is not intact and preserve
data privacy against the third party auditor. Details of comparison is in the Appendix.
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In addition, both state-of-art schemes and the proposed scheme can be applied for
dynamic data file. This proposed scheme can be also applied for database. Basic oper-
ations (deletion, insertion, modification) are described in Appendix.

5 Conclusion

In this paper, we proposed an efficient and secure method of data audit. We then proved
that our data auditing is privacy preserving based on cryptographic hash function and
CRT, which can work online in cloud sufficiently. This can detect malicious deletion
or modification with low computation cost. However, it will make an offset of com-
munication cost to identify exactly the modified block while keeping data privacy. We
believe that this is the future work of big data area with promising results.
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A Appendix

A.1 Proof for Storage Overhead, Communication Cost and Computation
Complexity

Theorem 8. The storage overhead at the server side is O(N x (|R| + n)).

Proof. Following phase 1 of the proposed auditing method in section 3.1, for each data
block, a metadata is created and sent from the data owner. The number of blocks for the
whole database is %. The size of a metadata is d x (n+ 1). Therefore, storage overhead
at the server side is computed N x |R|+ & xd x (n+1) = N x (|[R|+n+1) or
O(N x (|R| 4+ n))

Theorem 9. 1. The communication cost when the data owner sends a data block to
the server is O(d x (|R| +n)).
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2. The communication cost is O(L x |Int|) from the auditor to the server and O(£ x
(|IR| + d x n)) from the server to the auditor when the auditor requests to audit ¢
records.

Proof. 1. Each time the owner sends a block of d records and its metadata to the
server. Each record has size of | R| bits and each metadata has size of d x (n + 1)
bits. Total cost of the data block and its metadata is

Cost=dx |R|+dx (n+1)=dx (|[R|+n+1) orO(d x (|R| +n))

2. When the auditor needs to audit data in the server, it sends a set of £ indices {I; }le
to the server. Each index is an integer. Therefore, total cost is O(¢ x |Int|).
After receiving request {I; }le from the auditor, the server sends back
{Rr;41, Xk, }le where |R7, ;1| = |R| bits and X3, has size of d x (n + 1) bits.
Therefore, communication cost is

Cost={¢x (2|R|+dx (n+1))orO¢ x (|R| + d x n)).

A.2 Comparison with the State-of-Art Schemes
Denote that

— N is the number of records

- |R)] is size of a record

— n is size of output of hash function

— d is the number of record of a block

— Mult? is d multiplications

— Rand? is d random generating operations

— Hash® is d hashing operations

- Xor?is d Xor operations

— Prime?is d prime generation operations
Solved is solving a system of d congruences

Comparison about computation cost, communication cost and storage overhead are pre-
sented in Table 3.

A.3 Database Operations

The three basic operations for database consists of data insertion, deletion and modifi-
cation. Here we describe details of each operation so that our auditing method can be
applied for database.

— Insertion: Each time the data owner sends a block of d records and the server always
inserts a block at the end of the database. In case of less than d records, the data
owner can wait until there are enough or create a few fake constant records.
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Table 3. Comparison between the proposed scheme and the state-of-art schemes

Private verification [5]

Pubic verification [5]

The proposed scheme

Keys Secret key A pair of public and pri-|Secret shared key
vate key
Who can audit data?  |Data owner Any third party Third party who is
shared key with data
owner
Aggregated proof Yes Yes No

Computation cost to
send 1 block (at data
owner)

Mult? + Rand®

Hash? + Ezp? +
Mult®

Xor? + Hash? +
Prime? + Solve?

(from server to auditor)
when auditing ¢ records

Computation cost of| Mult® Hash® + Eaxp® +|Prime®+ Modulo® +
auditing ¢ records (at Mult® + Pairing® |Hash®

auditor)

Storage cost (at server) 2N X (|R|) 2N x (|R|) N x (|R| +n)
Communication  cost||R|d |R|d L(|R| + dn)

Deletion: If the data owner wants to delete a record R;, he/she sends query to the
server. The server firstly identifies the block containing R;. Assuming that there are
D blocks in the database and the identified block is the k" block. If the last block
has full of d records, he/she permutes the k*" block and D" block, then sends
the new last block to data owner for deleting record R; and updating X p before
sending back to server. Otherwise, he/she sends the k" and D blocks to data
owner. The data owner then merges data of the two blocks so that the k" block
is full of d records. Data owner computes X and X p. Finally he/she resends the
updated " block with X, and D*" block with X p to server.

Modification: If the data owner wants to modify a record R; into R, he/she sends
query to the server. The server firstly identifies which block contains R;. Assuming
that it is k** block. It returns the k'" block to the data owner. The data owner
modifies R; and recalculates X}, before sending back to server.


https://www.researchgate.net/publication/283476463
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